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Introduction  
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Trainer Background 

ÅFatih Ozavci, Senior Security Consultant 

ÅInterests 

ÅVoIP & Phreaking 

ÅMobile Applications 

ÅNetwork Infrastructure  

ÅEmbedded Devices 

ÅHardware Hacking 

 

ÅAuthor of Viproy VoIP Penetration Testing Kit  

ÅPublic Speaker and Trainer 

ÅBlackhat, Defcon, AusCert, Ruxcon, Athcon 
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Sense of Security Background 

ÅInformation security and risk management  

ÅExpertise and experience 

ÅStandards aligned  

ÅIndustry recognised and certified  
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Viproy VoIP Pen-Testing Toolkit  

ÅViproy is a Vulcan-ish Word that means "Call" 

ÅViproy VoIP Penetration and Exploitation Kit  
ÅTesting modules for Metasploit Framework, MSF license 

ÅSIP & Skinny libraries for the module development  

ÅCustom header support, authentication support  

ÅTrust analyser, SIP proxy bounce, MITM proxy, Skinny 

ÅModules 
ÅOptions, Register, Invite, Message 

ÅBrute-forcers, Enumerator  

ÅSIP trust analyser, SIP proxy, Fake service 

ÅCisco Skinny analysers 

ÅCisco CUCM/CUCDM exploits  

 



www.senseofsecurity.com.au © Sense of Security 2014 Page 6  ς 9-Dec-14 

Limitations  

ÅTiming (Only 4 hours) 

ÅRealistic VoIP Testing Lab vs Expensive Devices 

ÅCisco, Avaya, Alcatel, Polycom  

 

 

ÅNetwork infrastructure attacks (e.g. ARP, CDP, 

DTP, HSRP), hardware hacking and VoIP client 

attacks are left as exercises to the attendees  
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Attendee Introduction  
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Agenda 

1. Network Infrastructure Analysis 

ÅWAN/LAN/VLAN analysis, Service discovery 

2. IP Telephony Server Security 

ÅWeak configuration, Management issues 

3. Signalling and Meida Analysis 

ÅDiscovery, Authentication, Call tests, VAS  

ÅEnumeration, Eavesdropping, Call Spoofing 

ÅRegister, Call, Call Redirection for Skinny  

4. VoIP Client Security  

5. Advanced Attacks 

ÅSIP => Trust hacking, Proxy hacking, DoS, Fuzzing 
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Corporate VoIP Infrastructure  
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Unified Communications Services 
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Hosted VoIP Services 
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Current Threats and Attacker Skills  

ÅTheir VoIP Network Isolated 

ÅOpen physical access, weak VPN or MPLS 

ÅAbusing VoIP Requires Detailed Knowledge 

ÅWith Viproy, that's no longer the case! 

ÅMost Attacks are Network Based or Toll Fraud 

ÅDOS, DDOS, attacking mobile clients , spying 

ÅPhishing, Surveillance, Abusing VAS Services 

ÅVoIP Devices are Well-Configured 

ÅWeak passwords, old software , vulnerable 

protocols 
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Network Infrastructure Analysis  

ÅFinding Network Design Errors 

ÅUnauthorised Access to the Voice LAN/WAN 

ÅAttacking Network Services 
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Goals 

ÅDiscover VoIP network configuration, design 

and requirements  

ÅFind Voice VLAN and gain access 

ÅGain access using PC port on IP Phone 

ÅUnderstanding the switching security for  

ÅMain vendor for VoIP infrastructure  

ÅNetwork authentication requirements  

ÅVLAN ID and requirements 

ÅIP Phone management services 

ÅSupportive services in use 
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Understanding the VoIP Service 

ÅClient Types  

ÅSoft phones (IP Communicator, Android/iOS Apps) 

ÅIP phones and handsets (Cisco 7945, Yealink) 

ÅVideo conference equipment (Cisco Presence)  

ÅExternal meeting services (Webex, GoMeeting) 

ÅService Purpose 

ÅInternational/National landline/Cell endpoints  

ÅCall centre (commercial vs Open Source) 

ÅCommercial VoIP services (mobile, hosted) 

ÅInternal usage (VLAN, conference rooms) 

ÅVoIP protocols (Skinny, SIP, RTP, IAX, H.323) 
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LAN and WAN Design for VoIP 

ÅLocal Area Network 

ÅVoice VLAN usage (protected, authenticated)  

ÅNetwork segmentation (computers vs VoIP) 

ÅSupportive services (CDP, DHCP, TFTP, HTTP, SNMP) 

ÅWide Area Network 

ÅConnection types (routers, VPNs, landline)  

ÅBottlenecks vs QoS requirements  

ÅService trusts and trunk usage 

ÅPrimary Concerns for Commercial Services 

ÅService contingency requirements 

ÅDenial of Service targets  
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Getting Physical Access to the LAN 

ÅLocal distribution rooms and infrastructure  

ÅNetwork termination and endpoint facilities  

 

 



www.senseofsecurity.com.au © Sense of Security 2014 Page 18  ς 9-Dec-14 

Getting Physical Access to the LAN 

ÅMeeting room and lobby phones, conference 

devices, emergency phones 

ÅPC ports, Power Over Ethernet 

ÅRaspberry Pi 

ÅPermanent access with 4G 



www.senseofsecurity.com.au © Sense of Security 2014 Page 19  ς 9-Dec-14 

LAN Discovery for Voice VLAN 

ÅAttack Types 
ÅPC Ports of the IP phone and handsets 

ÅCDP sniffing/spoofing for Voice VLAN 

ÅDTP and VLAN Trunking Protocol attacks  

ÅARP spoofing for MITM attacks 

ÅHSRP spoofing for MITM attacks 

ÅDHCP spoofing & snooping 

ÅPersistent access 
ÅTapberry Pi (a.k.a  berry-tap)  

ÅTampered phone 

ÅPower over ethernet  (PoE) 

Å3G/4G for connectivity  
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Getting Access Using PC Port 

IP Phones have a PC Port for desktop usage 

ÅCDP spoofing is not required 

ÅVLAN setting is not required  

ÅDTP spoofing is not required  

 

Authentication of IP Phones 

Å802.1x - using Hub to bypass 

ÅEAP-MD5 dictionary attack  
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How to make your own Tapberry Pi 

RJ45 Connection Pins 
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How to make your own Tapberry Pi 

Speaker Power 

Patch the Cat5 cable 
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CDP Sniffing and Spoofing 

ÅDiscovering Cisco devices 

ÅLearning Voice VLAN 

ÅTools  

ÅWireshark  

ÅVoIP Hopper  

ÅCDP-tools 

ÅViproy CDP module 

ÅSniffing to learn the network infrastructure  

ÅSending a spoofed CDP packet as an IP Phone 

to get access to the Voice VLAN 

ÅConnect to the Voice VLAN (802.1x, EAP-MD5) 
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Cisco Discovery Protocol (CDP) 



www.senseofsecurity.com.au © Sense of Security 2014 Page 25  ς 9-Dec-14 

Dynamic Trunking Protocol (DTP) 

ÅPorts can be a trunk dynamically  

ÅDefault state is DTP allowed for all ports  

ÅPort negotiation and encapsulation  

Å802.1Q/ISL 

ÅEnable trunking , double encapsulation 

ÅDTP master shares VLAN information with all 

downstream switches 

ÅFind the Voice VLAN and get access 

ÅTools 

ÅYersinia 

ÅViproy DTP module (not ready yet)  
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Dynamic Trunking Protocol (DTP) 
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Getting Access to the Voice VLAN 

ÅAdding the Voice VLAN  

Åmax 4094 VLANs for Cisco, can be brute -forced 

ÅLinux 

 vconfig  add eth0 VLANID  

 dhclient  eth0.VLANID  

ÅMac OS X 

ÅSettings -> Network -> Manage Virtual Interfaces 
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ARP Scanning and Spoofing 

ÅARP Scan 

ÅARP Spoofing 

ÅMITM Attack 

ÅHijacking 

ÅSSL 

ÅSSH keys 

ÅRogue service 

ÅTools 

ÅCain & Abel 

ÅEttercap 

ÅDsniff 
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ARP Scanning and Spoofing 

ÅARP Scanning  

ÅFinding all MAC addresses of IP phones for 

configuration files at the TFTP/HTTP server  

ÅSIP/Skinny authentication with MAC address 

ÅARP Spoofing and being the é 

ÅTFTP server (configuration, updates, SSH keys) 

ÅDNS server 

ÅWeb server (management, IP phone services) 

ÅSIP/Skinny server/Proxy 

ÅRTP proxy 

ÅMAC based filtering and authentication  
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DHCP Spoofing 

ÅDHCP Sniffing 

ÅFinding IP range 

ÅFinding TFTP/HTTP 

ÅFinding DNS 

 

ÅDHCP Spoofing 

ÅSuspend the DHCP server 

ÅDHCP consumption (request all IP addresses) 

ÅBecome a Rogue DHCP Server 

ÅSend spoofed DHCP responses to the IP phones 

ÅCustom TFTP and DNS server 
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Attacking the TFTP Server 

VoIP networks generally use TFTP servers for 

configuration, update, certificate, SSH keys 

management. (Web servers may be in use) 

ÅObtaining configuration files for MAC addresses 

ÅSEPDefault.cnf, SEPXXXXXXXXXXXX.cnf.xml 

ÅSIPDefault.cnf, SIPXXXXXXXXXXXX.cnf.xml 

ÅIdentifying SIP, Skinny, RTP and web settings 

ÅFinding IP phones software versions and updates 

ÅConfiguration files may have username/passwords 

ÅDigital signature/encryption usage for files  

ÅTools: TFTPTheft, Metasploit  



www.senseofsecurity.com.au © Sense of Security 2014 Page 32  ς 9-Dec-14 

Sample Configuration 

Å< deviceProtocol >SCCP</ deviceProtocol >  

Å< sshUserId ></ sshUserId >  

Å< sshPassword ></ sshPassword >  

 

Å< webAccess >1</ webAccess >  

Å< settingsAccess >1</ settingsAccess >  

Å< sideToneLevel >0</ sideToneLevel >  

Å< spanToPCPort >1</ spanToPCPort >  

Å< sshAccess >1</ sshAccess >  

 

Å< phonePassword ></ phonePassword >  
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Become the TFTP Server 

ÅSend fake IP addresses for é 

ÅHTTP server 

ÅIP phones management server 

ÅSIP server and proxy 

ÅSkinny server 

ÅRTP server and proxy 

 

ÅDeploy SSH public keys for SSH on IP Phones 

ÅUpdate custom settings of IP Phones 

ÅNull ring, custom alerts  

ÅDeploy custom OS update and code execution 
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SNMP Weaknesses 

ÅSNMP protocol 

ÅUDP protocol, IP spoofing, no encryption  

ÅAuthentication  

ÅCommunity name (public, private, cisco)  

ÅSNMPv3 username/password attacks 

ÅSNMP Software 

ÅSNMP management software vulnerabilities 

ÅBuffer overflows, memory corruptions  

ÅPractical Attacks  

ÅDevice configuration download and upload  

ÅInformation gathering, code execution  
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IP Telephony Server Security 

ÅDiscovering Services of VoIP Servers 

ÅUnauthorised Access to  

ÅOperating System 

ÅManagement services 

ÅVoice recordings, CDR, VAS services 
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Discovering VoIP Servers 

ÅLooking for 

ÅSignalling servers (e.g. SIP, Skinny, H.323, H.248) 

ÅProxy servers (e.g. RTP, SIP, SDP) 

ÅContact Centre services 

ÅVoicemail and email integration  

ÅCall recordings, call data records, log servers  

ÅDiscovering 

ÅOperating systems, versions and patch level 

ÅManagement services (e.g. SNMP, RDP, Telnet, 

HTTP, SSH) 

ÅWeak or default credentials  
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Discovering the services 

ÅNMAP 

ÅPort scanning, service identification  

   # nmap ïsS ïsV ïA ïp1- 65535 1.1.1.1/24  

ÅMetasploit  Framework 

ÅViproy modules to discover VoIP services 

ÅUDP, ARP, SNMP, SSH, telnet  discovery modules 

ÅBrute-force and enumeration modules  

ÅCommercial & Open Source Vulnerability 

Scanners 

ÅNessus, Qualys, Nexpose, OpenVAS 
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Discovering Services 

ÅNmap scanning for service identification  
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Possible Targets 

ÅVoIP Service Suites 

ÅCisco Product Family (e.g. CUCM, VOSS) 

ÅAlcatel -Lucent Product Family (e.g. Opentouch X ) 

ÅAvaya Product Family (e.g. Contact Centers) 

ÅSIP Servers 

ÅSIPXecs, Asterisk, FreeSwitch, Kamalio, FreePBX 

ÅGateways 

ÅAnalog gateway, Proxy appliance, Media gateway  

ÅDatabase Servers 

ÅManagement Software 

ÅHP & Dell management, Tivoli, Solarwinds  
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Major Problems 

ÅOld Versions and Insecure Software 

ÅEspecially VAS, CDR, DB, Operating System 

ÅInsecure or Default Services  

ÅTFTP, telnet , SNMP, FTP, DHCP, soap services 

ÅWeak or Default Credentials  

ÅWeb Application Vulnerabilities  

ÅManagement applications 

ÅLog and reporting applications  

ÅEnd user interfaces 

ÅIP phone services 
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SIP and RTP Analysis 

ÅDiscovering VoIP Services  

ÅSIP, Skinny, IAX, RTP, H.248, H.323 

ÅCredential Analysis for Signalling 

ÅBypass Tests for Call Restrictions and Billing 

ÅEavesdropping Tests 
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Unified Communications 

ÅForget TDM and PSTN 

ÅSIP, Skinny, H.248, RTP, MSAN/MGW 

ÅSmart customer modems & phones 

 

ÅCisco UCM  

ÅLinux operating system 

ÅWeb based management services 

ÅVoIP services (Skinny, SIP, RTP) 

ÅEssential network services (TFTP, DHCP) 

ÅCall centre, voicemail, value added services  
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Session Initiation Protocol  

ÅSIP ð Session Initiation Protocol  

ÅOnly signalling, not for call t ransporting  

ÅExtended with Session Discovery Protocol 

ÅNGN / UC (Unified Communications)  

ÅForget TDM and PSTN 

ÅSIP, H.248 / Megaco, RTP, MSAN/MGW 

ÅSmart customer modems & phones 

ÅEasy management  

ÅSecurity is NOT a concern?! 
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Corporate VoIP Infrastructure  
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Unified Communications Services 
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Attacking SIP services 

ÅEssential analysis 

ÅRegistration and invitation analysis  

ÅUser enumeration, brute force for credentials  

ÅDiscovery for SIP trunks, gateways and trusts 

ÅCaller ID spoofing (w/wo register or trunk)  

 

ÅAdvanced analysis 

ÅFinding value added services and voicemail 

ÅSIP trust hacking 

ÅSIP proxy bounce attack 
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Basic Attacks 

We are looking for...  

ÅFinding and identifying SIP services and purposes 

ÅDiscovering available methods and features  

ÅDiscovering SIP software and vulnerabilities  

ÅIdentifying valid target numbers, users, r ealms 

ÅUnauthenticated registration (trunk , VAS, gateway) 

ÅBrute-forcing valid accounts and passwords 

ÅInvite without registration  

ÅDirect invite from special t runk (IP based) 

ÅInvite spoofing (with/without register, via t runk) 
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Discovery 

ÅFinding and Identifying SIP Services 

ÅDifferent ports, different purposes 

ÅInternal Communication Service or PSTN Gateway 

ÅDiscovering Available Methods  

ÅRegister, Direct Invite, Options  

ÅSoft switch, Call Manager, mobile client software , 

IP phone 

ÅDiscovering SIP Software 

ÅWell-known software vulnerabilities  

ÅSoftware compliance and architecture  

ÅNetwork endpoints and 3rd party detection  
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Register Tests 

ÅUnauthenticated Registration  

ÅSpecial trunks 

ÅSpecial VAS numbers 

ÅGateways 

ÅIdentifying Valid Target Numbers, Users, 

Realms 

ÅDe-Registration for Valid Users 

ÅBrute-Forcing Valid Accounts and Passwords 

ÅWith well -known user list 

ÅNumeric user ranges 
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Register and Subscribe 

50 

Register / Subscribe (FROM, TO, Credentials) 



www.senseofsecurity.com.au © Sense of Security 2014 Page 51  ς 9-Dec-14 

Invite, CDR and Billing Tests 

We are attacking for...  

ÅFree calling, call spoofing  

ÅFree VAS services, free international calling 

ÅBreaking call barriers 

ÅSpoofing with...   

ÅVia field , From field  

ÅP-Asserted-Identity, P -Called-Party-ID, P-Preferred-

Identity  

ÅISDN Calling Party Number, Remote-Party-ID  

ÅBypass with...  

ÅP-Charging-Vector (Spoofing, Manipulating)  

ÅRe-Invite, Update (Without/With P -Charging-Vector) 
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Invite, CDR and Billing tests 

52 

Invite / Ack / Re-Invite / Update (FROM, TO, VIA, Credentials) 


