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Trainer Background

AFatih Ozavci, Senior Security Consultant

Alnterests
AVoIP & Phreaking
AMobile Applications
ANetwork Infrastructure
AEmbedded Devices
AHardware Hacking

AAuthor of Viproy VoIP Penetration Testing Kit

APublic Speaker and Trainer
ABlackhat, Defcon, AusCert, Ruxcon, Athcon
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Sense of Security Background

Alnformation security and risk management
AExpertise and experience

AStandards aligned

Alndustry recognised and certified “ /

Ve

www.senseofsecurity.com.au © Sense 0 f Security 2014 Paged ¢ 9-Decl4d



s \/iproy VoIP PenTesting Toolkit

AViproy is a Vulcan-ish Word that means "Call"
AViproy VoIP Penetration and Exploitation Kit

A Testing modules for Metasploit Framework, MSF license
A SIP& Skinny libraries for the module development

A Custom header support, authentication support

A Trust analyser, SIP proxy bounce, MITM proxy, Skinny

AModules

A Options, Register, Invite, Message

A Brute-forcers, Enumerator

A SIP trust analyser, SIP proxy, Fake service
A Cisco Skinny analysers

A Cisco CUCM/CUCDMxploits
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N - . :
a8 Limitations I

ATiming (Only 4 hours)

ARealistic VoIP Testing Lab vs Expensive Device
ACisco, Avaya, Alcatel, Polycom

ANetwork infrastructure attacks (e.g. ARP, CDP.
DTP, HSRP), hardware hacking and VoIP client
attacks are left as exercisesto the attendees
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Attendee Introduction
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1. Network Infrastructure Analysis
AWAN/LAN/VLAN analysis, Service discovery
2. |IP Telephony Server Security
AWeak configuration, Management issues
3. Signalling and Meida Analysis
A Discovery, Authentication, Call tests, VAS

AEnumeration, Eavesdropping Call Spoofing
ARegister, Call, Call Redirection for Skinny

4. VolPClient Security

5. Advanced Attacks
A SIP => Trusthacking, Proxy hacking, DoS Fuzzing
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Current Threats and Attacker Skills

ATheir VoIP Network Isolated
AOpen physical access weak VPN or MPLS

AAbusing VoIP RequiredDetailed Knowledge
AWith Viproy, that's no longer the casel

AMost Attacks are Network Based or Toll Fraud
ADOS, DDOSattacking mobile clients, spying

APhishing, Surveillance, Abusing VAS Services

AVoIP Devices are WellConfigured

AWeak passwords old software , vulnerable
protocols
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Network Infrastructure Analysis

Infrastructure
Analysis

AFinding Network Design Errors
AUnauthorised Access to the Voice LAN/WAN
AAttacking Network Services
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a8 Goals I

ADiscover VolIP network configuration, design
and requirements

AFind Voice VLAN and gain access
AGain access using PC port on IP Phone

AUnderstanding the switching security for
AMain vendor for VoIP infrastructure
ANetwork authentication requirements
AVLAN ID and requirements
AIP Phone management services
A Supportive services in use
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Understanding the VolP Service

AClient Types
A Soft phones (IP Communicator, Android/iOS Apps)
AIP phones and handsets (Cisco 7945 Yealink)
AVideo conference equipment (Cisco Presence)
AExternal meeting services (Webex, GoMeeting)

AService Purpose
Alnternational/National landline/Cell  endpoints
ACall centre (commercial vs Open Source)
A Commercial VoIP services (mobile, hosted)
Alnternal usage (VLAN, conference rooms)
AVoIP protocols (Skinny, SIP, RTP, IAX, H.323)
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s | AN and WAN Design for VoIP I

ALocal Area Network
AVoice VLAN usage (protected, authenticated)
ANetwork segmentation (computers vs VoIP)
ASupportive services (CDP, DHCP, TFTP, HTTP, SNMI

AWide Area Network

A Connection types (routers, VPNs, landline)
ABottlenecks vs QoSrequirements
A Service trusts and trunk usage

APrimary Concerns for Commercial Services
A Service contingency requirements
ADenial of Service targets
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ALocal distribution rooms and infrastructure
ANetwork termination and endpoint facilities

NBN alternative: Is Australia's copper network fit for
purpose?

BY NICK ROSS
ABC TECHNOLOGY AND GAMES : UFDATED 20 SEP 2013

IRST POSTED

COMMENTS (112)

In the worid of political and media misinformation that is
the NBN, an important issue, that hasn’t been fully
addressed, is "How fit for purpose is Australia's copper
network?™ This seemingly mundane and tedious

question directly affects tens of billions of dollars in Thera is considerable evidence to suggest that
government spending. How? Australla’s copper network Is In a worse state than
those of other natlons. How bad is it and can It be fixed?

The bulk of the Coalition's NBN alternative policy uses the “REDIT: MAGILLA (CANOFWORMS ORG)H
existing copper natwork 1o get the intemet to your home or

www.senseofsecurity.com.au © Sense of Security 2014 Pagel7 ¢ 9-Decl4



el Getting Physical Access to the LAN

AMeeting room and lobby phones, conference
devices, emergency phones
APC ports, Power Over Ethernet

ARaspberry Pi
APermanent access with 4G

Product Name (F%Gt} UC Phone
U I Model (28): CP-7945G g

CISsCO PF\)ﬂanL,facturer (%/38®): Cisco Systems, Inc.
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LAN Discovery for Voice VLAN

AAttack Types
A PC Ports of the IP phone and handsets
A CDP sniffing/spoofing for Voice VLAN
A DTP and VLANTrunking Protocol attacks
A ARP spoofing for MITMattacks
A HSRPspoofing for MITM attacks
A DHCPspoofing & snooping

APersistent access
A Tapberry Pi (a.k.a berry-tap)
A Tampered phone
A Power over ethernet (PoB
A 3G/4G for connectivity
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‘1‘%%%'2.5,%@ Getting Access Using PC Port I

IP Phones have a PC Port for desktop usage
ACDP spoofing is not required
AVLAN setting is not required

ADTPspoofing is not required

Authentication of IP Phones

A802.1x - using Hub to bypass
AEARMDS dictionary attack
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RJ45 Connection Pins
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Patch the Cat5 cable
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)«Lfsse%'e,smfy. CDP Sniffing and Spoofing I

ADiscovering Cisco devices
ALearning Voice VLAN

ATools
AWireshark
AVolP Hopper
A CDRtools
AViproy CDPmodule

ASniffing to learn the network infrastructure

ASending a spoofed CDP packet as an IP Phone
to get access to the Voice VLAN

AConnect to the Voice VLAN (802.1x, EARMD5)




No. |Time Source Destination Protocol|Length|Info

1 0,000000 C1sco_ce:3d;81 CDP/VTP/DTP/PAGP/UDLD : ID: Switch Port ID: GigabitEthernetd/1
2 8.226800 Cisco_d7:01:12 COP/VTP/DTP/PAgP/UDLD cop 130 Device ID: SEPDGC789D70112 Port ID: Port 2
3 60.009698 Cisco_ce:3d:;81 CDP/VTP/DTP/PAgP/UDLD copP 442 Device ID: Switch Port ID: GigabitEthernet0/1
4 68.227395 Cisco d7:01:12 COP/VTP/DTP/PAQP/UDLD CcopP 130 Device ID: SEPDOC789D70112 Port ID: Port 2
5 120.020302 Cisco_ce:3d;81 CDP/VTP/DTP/PAQP/UDLD cop 442 Device ID; Switch Port ID: GigabitEthernet@/1
6 128.233745 Cisco_d7:01:12 CDP/VTP/DTP/PAgP/UDLD cop 130 Device ID: SEPDOC789D70112 Port ID: Port 2
7 180.023851 Cisco_ce:3d:81 CDP/VTP/DTP/PAgP/UDLD cop 442 Device ID: Switch Port ID: GigabitEtherneto/1
8 188.233430 Cisco_d7:01:12 COP/VTP/DTP/PAQP/UDLD cop 130 Device ID: SEPDOC789D70112 Port ID: Port 2
« & s ] yi

P Frame 1: 442 bytes on wire (3536 bits), 442 bytes captured (3536 bits)
D IEEE 802,3 Ethernet

b Logical-Link Control

= Cisco Discovery Protocol

Version: 2

TTL: 180 seconds

Checksum: 0x97e2 [correct]

Device ID: Switch

Software Version

Platform: cisco WS-C3560CG-8PC-S
Addresses

Port ID: GigabitEtherneto/1
Capabilities

Protocol Hello: Cluster Management
VTP Management Domain:

Duplex: Half

Trust Bitmap: 0x00

Untrusted port CoS: 0x00

Management Addresses

Power Available: 0 mW, 4294967295 mw,

vVVvvVvVvVvVvVvVVSNSNSvVVVVVVVVVVYIYWVY
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aaa8 Dynamic Trunking Protocol (DTP) I

APorts can be a trunk dynamically
ADefault state is DTP allowed for all ports

APort negotiation and encapsulation
A802.1Q/ISL
AEnable trunking, double encapsulation

ADTP master shares VLAN information with all
downstream switches

AFind the Voice VLAN and get access

ATools

AYersinia
Aleroy DTP module (not ready yet)
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Dynamic Trunking Protocol (DTP)

No. | 7Time | Source lDestination o IrProtocolrl Lengthrl Info

43 15.785972000 Apple_f1:24:57  COP/VTP/DTP/PAgP/UDLD _ DTP 56 Dynamic Trunking Protocol

« & =

“““““

P Frame 43: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface ©
P IEEE 802.3 Ethernet
P Logical-Link Control
<~ Dynamic Trunking Protocol
Version: 0x01
¥ Domain: \000\000\000\000\000\000\000\000
Type: Domain (0x0001)
Length: 13
Domain: \000\000\000\000\000\000\000\000
v Status: 0x03
Type: Status (0x0002)
Length: 5
Status: 0x03
v Dtptype: 0xa5
Type: Type (0x0003)
Length: 5
Dtptype: 0xa5s
¥ Neighbor: 0c:7c:e8:46:d5:95
Type: Neighbor (0x0004)
Length: 10
Neighbor: 0c:7c:e8:46:d5:95 (0c:7c:e8:46:d5:95)
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Getting Accessto the Voice VLAN

AAdding the Voice VLAN
Amax 4094 VLANSor Cisco, can be brute -forced

ALinux
vconfig  add ethO VLANID
dhclient ethO.VLANID

AMac OS X
A Settings -> Network -> Manage Virtual Interfaces

00 Network
| Show All

VLAN Name: VolP VAN SoS
Tag: | 17] (1 - 4094)

.
! Interface: = Thunderbolt Ethernet
., VoIP VAN SoS o
eii-Asstgned | Cancel | Done

w Wi-Fi
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s ARP Scanning and Spoofing

172.16.200.1

AARP Scan

AARP Spoofing %@; e

AMITM Attack s wnzmiss
AHijacking
ASSL L
ASSH keys
AROGUE SEIViCe EamE™ i

ATools
ACain & Abel {g}

A Ettercap
A Dsniff
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é\‘? Senseo

‘cona ARP Scanning and Spoofing I

AARP Scanning

AFinding all MAC addresses of IP phones for
configuration files at the TFTP/HTTP server

A SIP/Skinny authentication with MAC address

AARP Spoofing and bein
ATFTP server (configuration, updates, SSH keys)
ADNSserver
AWeb server (management, IP phone services)

ASIP/Skinny server/Proxy
ARTP proxy

AMAC based filtering and authentication
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s DHCP Spoofing I

ADHCP Sniffing  me s
AFinding IP range El E—
AFinding TFTP/HTTP
AFinding DNS

Q@' 2. DHCPR p

IP Addre 17216 2001

ADHCP Spoofing W s
ASuspend the DHCP server
ADHCP consumption (request all IP addresses)
ABecome a Rogue DHCP Server
ASend spoofed DHCP responses to the IP phones
ACustom TFTP and DNS server
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Attacking the TFTP Server I

VoIP networks generally use TFTP servers for
configuration, update, certificate, SSH keys
management. (Web servers may be in use)

A Obtaining configuration files for MAC addresses
A SEPDefault.cnf, SEPXXXXXXXXXXXX.cnf.xml
ASIPDefault.cnf, SIPXXXXXXXXXXXX.cnf.xml

Aldentifying SIP, Skinny, RTP and web settings

AFinding IP phones software versions and updates

A Configuration files may have username/passwords

ADigital signature/encryption usage for files

ATools: TFTPTheft, Metasploit
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L . :
a Gyl Sample Configuration

A < deviceProtocol >SCCP</ deviceProtocol >
A < sshUserld ></ sshUserld >
A < sshPassword ></ sshPassword >

A <webAccess >1</ webAccess >

A < settingsAccess >1</ settingsAccess >
A <sideToneLevel >0</ sideTonelLevel >
A < spanToPCPort >1</ spanToPCPort >
A < sshAccess >1</ sshAccess >

A < phonePassword ></ phonePassword >
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N
a8 Become the TFTP Server

AS e n d f a. k e I P - Mchol702:'111§;2;(:)g-31:44:; B N N
AHTTP server P
AIP phones management server ...

- Configuration files

- Custom firmware

ASIP server and proxy wmmy
ASkinny server Y
ARTP server and proxy

ADeploy SSHpublic keys for SSH on IP Phones

AUpdate custom settings of IP Phones
ANull ring, custom alerts

ADeploy custom OS update and code execution
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N
a8 SNMP Weaknesses I

ASNMP protocol
AUDP protocol, IP spoofing, no encryption

AAuthentication
A Community name (public, private, cisco)
ASNMPv3 username/password attacks

ASNMP Software

ASNMP management software vulnerabilities
ABuffer overflows, memory corruptions

APractical Attacks
A Device configuration download and upload
AlInformation gathering, code execution
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IP Telephony Server Security

IP Telephony
Server
Security

ADiscovering Services of VoIP Servers

AUnauthorised Access to
AOperating System
AManagement services
AVoice recordings, CDR, VAS services
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\ ¥ - .
a8 Discovering VoIP Servers I

ALooking for
A Signalling servers (e.g. SIP, Skinny, H.323, H.248)
AProxy servers (e.g. RTP, SIP, SDP)
A Contact Centre services
AVoicemail and email integration
ACall recordings, call data records, log servers

ADiscovering

AOperating systems, versions and patch level

AManagement services (e.g. SNMP, RDP, Telnet,
HTTP, SSH)

AWeak or default credentials
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Discovering the services

ANMAP

A Port scanning, service identification

# nmap 1sS TsV TA Tpl-655351.1.1.1/24

AMetasploit Framework

AViproy modules to discover VoIP services

AUDP, ARP, SNMP, SSH, telnet discovery modules

ABrute-force and enumeration modules
ACommercial & Open Source Vulnerability

Scanners

ANessus,Qualys Nexpose OpenVAS
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Discovering Services

ANmap scanning for service identification

# nmap -sS -sV -0 -F -n -PO 192.168.2104

Starting Nmap 4.62 ( http://nmap.org ) at 2009-03-2 14:22 €EET
Interesting ports on 192.168.2104:

Not shown: 275 closed ports

PORT STATE SERVICE VERSION

2l/tcp open ftp Trolltech Troll-FTPd

23/tcp open telnet NASLite-SMB/Sveasoft Alchemy firmware telnetd
MAC Address: 00:40.5A:17:.DF:49 (Goldstar Information & COMM.)
Device type: switch

Running: Cisco embedded

OS details: Cisco MDS 9216i switch

Uptime: 0.085 days (since Thu Mar 2 2:2LI6 2009)

Network Distance: | hop

Service Info: Host: Igvp; OS: Linux

OS and Service detection performed Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: | IP address (|l host up) scanned in 1B.623 seconds
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[\ .
a8 Possible Targets I

AVoIP Service Suites
A Cisco Product Family (e.g. CUCM, VOSS)
AAlcatel -Lucent Product Family (e.g. Opentouch X )
A Avaya Product Family (e.g. Contact Centers)

ASIP Servers
A SIPXecsAsterisk, FreeSwitch, Kamalio, FreePBX

AGateways
A Analog gateway, Proxy appliance, Media gateway

ADatabase Servers

AManagement Software
AHP & Dell management, Tivoli, Solarwinds
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[\ .
a8 Major Problems I

AOId Versionsand Insecure Software
AEspecially VAS, CDR, DB, OperatingSystem

Alnsecure or Default Services
ATFTP telnet , SNMP, FTP, DHCRoap services
AWeak or Default Credentials
AWeb Application Vulnerabilities
AManagement applications
ALog and reporting applications

AEnd user interfaces
AIP phone services

www.senseofsecurity.com.au © Sense 0 f Security 2014
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kfs%%fefﬁ%y. SIP and RTP Analysis I

SIP and RTP
Analysis

ADiscovering VolPServices
ASIP, Skinny, IAX, RTP, H.248, H.323

ACredential Analysis for Signalling
ABypass Tests for Call Restrictions and Billing
AEavesdropping Tests
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s Unified Communications I

AForget TDM and PSTN
ASIP, Skinny, H.248, RTP, MSAN/MGW
ASmart customer modems & phones

ACisco UCM
ALinux operating system
AWeb based management services
AVoIP services (Skinny, SIP, RTP)
A Essential network services (TFTP, DHCP)
ACall centre, voicemail, value added services

www.senseofsecurity.com.au © Sense 0 f Security 2014 Page42 ¢ 9-Decl4



);\‘“( Sense

Gy Session Initiation Protocol I

ASIP& Session Initiation Protocol
AOnly signalling, not for call transporting
AExtended with Session Discovery Protocol

ANGN/ UC (Unified Communications)
AForget TDM and PSTN
ASIP, H.248 / Megacq RTP, MSAN/MGW
A Smart customer modems & phones
AEasymanagement
ASecurity is NOT aconcern?!
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sl Attacking SIP services

AEssential analysis
ARegistration and invitation analysis
AUser enumeration, brute force for credentials
ADiscovery for SIP trunks, gateways and trusts
ACaller ID spoofing (w/wo register or trunk)

AAdvanced analysis
AFinding value added services and voicemail
A SIP trust hacking
A SIP proxy bounce attack
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[\ .
a8 BasicAttacks

We are looking for...

A
A
A
A

~inding and identifying SIPservices and purposes
Discovering available methods and features
Discovering SIPsoftware and vulnerabilities

dentifying valid target numbers, users, realms

AUnauthenticated registration (trunk , VAS, gateway)
ABrute-forcing valid accounts and passwords

A
A
A

nvite without registration
Direct invite from special trunk (IP based)

nvite spoofing (with/without register, via trunk)
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[\ .
a8 Discovery

AFinding and Identifying SIP Services
ADifferent ports, different purposes
Alnternal Communication Service or PSTN Gateway

ADiscovering Available Methods

ARegister, Direct Invite, Options

A Soft switch, Call Manager, mobile client software
IP phone

ADiscovering SIP Software
AWell-known software vulnerabilities
A Software compliance and architecture
ANetwork e ndpoints and 3rd party detection
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X syl Register Tests I

AUnauthenticated Registration

A Special trunks
A Special VAShumbers
AGateways

Aldentifying Valid Target Numbers, Users,
Realms
ADe-Registration for Valid Users

ABrute-Forcing Valid Accounts and Passwords
AWith well -known user list
ANumeric user ranges
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\ W . .
oGy Register and Subscribe

200 OK
401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

RESPONSE Depends on Information in REQUEST
» Type of Request (REGISTER, SUBSCRIBE)

» FROM, TO, Credentials with Realm

» Via

Actions/Tests Depends on RESPONSE
» Brute Force (FROM, TO, Credentials)
» Detecting/Enumerating Special TOs, FROMs or Trunks

» Detecting/Enumerating Accounts With Weak or Null Passwords
.’ PR
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Invite, CDR and Billing Tests

We are attacking for...

AFree calling, call spoofing

AFree VASservices, free international calling
ABreaking call barriers

A Spoofing with...
A Via field , From field

A P-Asserted-ldentity, P -Called-Party-ID, P-Preferred -
|dentity

A ISDN Calling Party Number, RemoteParty-ID

ABypass with...
A P-ChargingVector (Spoofing, Manipulating)
A Re-Invite, Update (Without/With P -ChargingVector)
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s Invite, CDR and Billing tests

100 Trying 401 Unauthorized

183 Session Progress 403 Forbidden
180 Ringing 404 Not Found
200 OK 500 Internal Server Error
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